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Abstract 
Digital watermarking is a method for protecting copyrighted materials such as digital images. This paper presents a new 
watermark embedding technique based on Discrete Wavelet Transform (DWT) for hiding little but important information in 
images. In order to conform to human perception characteristics, this approach uses three sub-bands of DWT. The main goal of 
the proposed scheme is to apply a dynamic blocking instead of a static one for selecting the positions of the embedding 
watermark bits. Dynamic blocking is applied to those pixels which are related to strong edges where these pixels are obtained 
from HL and LH sub-bands of DWT. Because watermark bits are embedding several times and their embedding position depend 
to the selected cover image, our proposed scheme is naturally secure to block based local attacks, and therefore, it is suitable for 
maps and natural images. Robustness of this technique is because of the fact that during the extracting phase, one of these two 
sub-bands, i.e. HL or LH, has a role of backup for the other one. Experimental results show the high validity and good 
transparency of this new approach.        
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1. Introduction  
Digital rights management (DRM) is becoming an increasingly important issue in multimedia applications and 
services [1]. One of the enabling technologies for DRM is digital watermarking. Digital watermarking technique is a 
solution to resolve copyright protection and information security problems by embedding watermark bits into digital 
protected media, such as image. They can be also be used for fingerprinting, broadcast monitoring, indexing and 
medical safety. The watermark bits contain the owner information, which could be the logo, cipher or serial number. 
When some properties like robustness, security and imperceptibility be observing, then the proposed algorithm can 
be claim to effective for watermarking purposes. Several algorithms by using different transforms are presented in 
this domain, like Discrete Cosine Transform (DCT), Fourier Transform (FT), Discrete Wavelet Transform (DWT) 
and Fractal Transform. The DWT has become the core technique for image processing also image watermarking, 
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because DWT has a number of advantages over other transform such as progressive and low bit-rate transmission, 
quality scalability and region-of-interest (ROI) coding demand more efficient and versatile image coding that can be 
exploited for both image compression and watermarking applications [2]. Overviews on wavelet based 
watermarking techniques can be found in [3]. 
The  remaining  of  the  paper  is  organized  as  following:  the  paper  is  started  by  briefly  reviewing  the  DWT  in  
section 2. Section 3 demonstrates the important steps of proposed image watermarking method. Section 4 examines 
the performance of proposed algorithm, and shows that the proposed scheme yields more effective, both in terms of 
transparency and robustness through simulation results. Section 5 draws conclusions. 
2. Discrete Wavelet Transform 
One of the main challenges of the watermarking problem is to achieve a better tradeoff between robustness and 
perceptivity. Robustness can be achieved by increasing the strength of the embedded watermark, but the visible 
distortion would be increased as well [4]. However, DWT is much preferred because it provides both a simultaneous 
spatial localization and a frequency spread of the watermark within the host image [5]. The basic idea of discrete 
wavelet transform in image process is to multi-differentiated decompose the image into sub-image of different 
spatial domain and independent frequency district [6]. This research applies wavelet transform by using Haar 
wavelet transform that has shown in Fig 1. It means that the original image is divided into ten subbands through 3-
level Haar wavelet transform that has shown in Fig 2.  
(a) (b) 
Fig 1. (a) Original image, (b) One-level decomposition with Haar wavelet transform  
Fig 2. Fundamental process of discrete wavelet transform on original image 
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3. Block-based Image Watermarking  
Most of the proposed watermarking schemes are nonblock-based schemes, which mean that the same technique 
is used in all image parts ignoring that each part of the image may have its own characteristics, such as dark areas, 
texture areas, etc [8]. To increase the capacity of information and detection for cropping and localized signal 
processing, some works suggest static or dynamic blocking the image and performing special transform on it. In a 
general manner, static block-based watermarking techniques consist in dividing the image into no overlapping 
blocks of about 32×32 or 64×64 pixels and inserting a mark into each block.  
But in this paper, in order to achieve the highest performance in terms of robustness and security, the dynamic 
block-based watermarking method is used. First, the 3-level Haar wavelet transform is applied on original image, 
then special blocks that refer to the image edge’s pixels are selecting. The mechanism of dynamic blocking in the 
proposed algorithm is consist that it cluster the variable number of the wavelet coefficients from LHn or  HLn
subbands into a block related to their grayscale levels, then it quantize the block’s coefficients to embed a 
watermark bits.  
4. Proposed Algorithm  
A general watermarking scheme includes two main steps, a watermark embedding and a watermark extraction. 
The proposed algorithm has used the gray image for embedding a pre-defined watermark in to an image and a 
binary logo image such as watermark. The watermark bit is either 1 or 0.  
In the embedding process, the original image is first transformed by n-level DWT. There is a tradeoff in the 
choice of wavelet decomposition levels. It means the parameter n is related to the purpose of embedding, the lower n 
is using for achieve the better amount of capacity and the higher n is using for better controlling the amount of 
robustness.  
The LLn subband is not suitable for embedding a watermark, because it is a low-frequency subband that contains 
important information about an image and easily causes image distortion. Also, In order to have blind authentication 
capability, histogram of LLn subband before and after watermarking should be unchanged. Embedding a watermark 
in the HHn subband is also not suitable, since the subband is easily eliminated, for example by lossy compression [7] 
[10] [11]. Therefore the algorithm utilizes LHn and HLn subbands for embedding a watermark bit. 
Fig 3. Flow diagram showing the embedding & extraction procedures using the proposed scheme 
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(a) (b) (c) 
Fig 4. (a) HL2 decomposition with DWT on Lena 512×512, (b) Applying binary algorithm, (c) Embedding places (5X magnification) 
 The general procedure for embedding and extracting the watermark bits can be described as follows (the flow 
diagrams that is showing the embedding and extraction procedures using the proposed scheme is depicted in Fig 3):  
Step1: The embedding procedure is described by using DWT; decompose the original image into four subbands: 
LL, HL, LH and HH.  
Step2: Applying  “Binary  Algorithm”  to  the  HL  and  LH  frequency  subbands  (level  three)  which  is  using  for  
select the best places of embedding the watermark bits. Indeed, the watermarked energy is distributed to 
wavelet coefficients of special image edges in every selected subband efficiently to achieve better 
robustness and perceptual transparency (see Fig 4).  
Step3: The watermarked image is generated by arranging the binary watermark bits (quantization approach) into 
places that are specified in step 2. Therefore, when extracting the message in blind schemes, we note 
more less errors in the quantization watermark than the additive ones. The used quantization method has 
two main parameters: Xi and ¨, where Xi: the average of the block and ¨: is threshold.   
Step4: The extraction procedure is described by using IDWT; decompose the watermarked image into used 
subbands. 
Step 5: Step 2 is applying to generated subbands in step1 and then the same quantization parameters are used to 
scale the dequantization process. 
Step6: The watermark detection procedure is based on correlation.    
5. Experimental results  
In this section, some experimental results are demonstrated to show the effectiveness of the proposed 
watermarking scheme. In order to test the performance of the proposed method we choose a binary watermark 
image of size 8×8 (Fig 5-b). Fig (5-a) shows the 512×512 pixels grayscale image of “Lena” that is used in the 
experiments. The proposed watermarking method uses logical operation and quantization steps instead of simple 
addition. This increases the robustness of the watermark at the same time ensures the quality of the image, such as 
Fig 5-c. 
(a) (b) (c) 
Fig 5. (a) Original image – Lena 512×512, (b) Binary watermark, (c) Watermarked image 
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The size of the watermark is limiting by the size of HL or LH (the number of selected pixels). For increasing the 
capacity and security level of the algorithm, this method can utilized more than one level of LHn or HLn band (Fig 
5). The peak signal to noise ratio (PSNR) is employed to evaluate the quality of information hidden image, the bit 
error rate (BER) is employed to evaluate the quality of recovered information [9]. Table 1 shows the experimental 
results that emphases the validity of the proposed algorithm on some different images like (Lena, Boats, Elaine, etc).   
There is no perceptual distortion in the original and watermarked image, which means that proposed scheme has 
satisfied the demanded amount of transparency. Experimental results emphasis to the amount of ¨, because for 
images that have not more exhaustive edges is better to use ¨ by small value.     
Table 1. The PSNR and NC values of watermarked images  
Lena Camera man Boats Baboon Elaine Gold hill Man Peppers Stream bridge 
PSNR ¨=5) 49.06 43.85 46.91 54.53 39.51 50.51 46.59 44 46.88 
NC ¨=5) 1 1 1 1 1 1 1 1 1
PSNR ¨=20) 48.26 42.58 45.09 52.06 39.35 49.29 45.94 43.5 46.11 
NC ¨=20) 1 1 1 1 1 1 1 1 1
PSNR ¨=45) 46.56 40.42 43.76 48.72 39 47.06 44.62 42.57 44.84 
NC ¨=45) 92.18 1 1 1 1 85.93 1 1 1
6. Conclusions  
In this paper, a robust watermarking scheme in DWT domain is proposed. We embedded the watermark into the 
significant wavelet coefficients in those dynamic blocks with strong edges according to “Binary Algorithm”. Since 
the change to the blocks with strong edge strength is less visible to human eyes. In this implementation the edge 
dynamic blocks are identified using a “Binary Algorithm”, for this reason variation of its threshold is influencing the 
quality and accuracy of the extracted watermark. The proposed method is suitable for maps and natural images that 
have better edges. 
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